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Public communication during natural and man madadders is a key issue that must be
addressed to protect lives and properti€sis paper focuses on information that is
disseminated to the public at large specificallyetacourage self-protective actions, such as
evacuation from dangerous areas, sheltering-irepland other actions designed to reduce
exposure to natural and human-induced threats. if#jadly, we have developed an
understanding of the key factors in effective disisation to the public and designed technology
innovations to convey accurate and timely inforamatio those who are actually at risk (or likely
to be), while providing reassuring information tms$e who are not at risk and therefore do not
need to take self-protective action. There aredtkey factors that pose significant challenges
(social and technological) to effective informatidissemination in crisis situations — variation in
warning times, determining specificity of warningfdrmation to effectively communicate to
different populations, and customization of thewdgly process to reach the targeted populations
in time over possibly failing infrastructures. Oapproach to address these challenges is a
focused multidisciplinary effort that 1) understandnd utilizes the context in which the
dissemination of information occurs to determinairses, recipients, channels of targeted
messages and 2) develop technological solutioris dla deliver appropriate and accessible
information to the public rapidly. The ultimate jettive is a set of next generation warning
systems that can bring about an appropriate respaaiher than an under- or over-response.

The choice of the best protective actions to taigegedds on a global situation-awareness that is
not available to the general public. Emergency grawsl and public authorities have the duty to
inform the population before, during and after sataphic events to support the disaster response.
The choice of the best protective action to tale alepends on a variety of factors, such as the
location of the recipients, their distance from thigis area and the type of event; hence, difteren
people should receive different type of notificaso For example, schools in an area slightly
affected by a chemical spill can receive a notifara that says to close the windows and stay
inside, while organizations in an area that is gdimbe affected soon by the same event can be
notified to start an evacuation.

In this position paper, we advocate and describ&RRolicy-driven Warning System), a system
for public warning dissemination. PWS is not inteddo replace existing systems or procedures,
but to serve on top of them in order to leveragedurrent emergency response knowledge. In
fact, awareness to natural and man-made disaster<ieated a rich know-how about crisis
response: public authorities know what kind of patitve actions are adequate in case of a certain
disaster and certain conditions, and organizatifeng in place procedures to implement them.
Leveraging this knowledge means being able to impithe current response without changing
the way people are trained to react. PWS formalikesresponse knowledge of the emergency
personnel defining a policy language that enabteassisted or automated creation of warning
messages, customized according to the charaatedétihe crisis, type and location of the
recipients, local conditions such as weather opitaisavailability. Also, it takes into account the
organization emergency plans by sending the rightrination directly to the key decision
makers, helping them in organizing protective axtioMoreover, the architecture is able to
integrate different communication technologies,hsas phones, text messages and Internet, to
adapt the use of the infrastructure to the cribigracteristics. Such multi-modal dissemination



enables the recipients to receive the warning éwthy they prefer and allows the notification to
be delivered even if part of the infrastructureas available.

Enabling truly effective public/community alertimgquires addressing four aspects. First, the
community has to know which hazards it is exposedanhd community level. Second, a
continuous monitoring and a sound scientific fostegaodel have to be put in place to identify
when one of the hazards becomes a real threat. dldigsemination and communication system
has to be available to allow the dissemination afning notifications to the people at risk. Last,
the members of the community must respect the warservice and know how to react to
warnings. All those phases are necessary for @actefé dissemination of the warning. In this
scenario, the proposed PWS (Policy-driven Warniggtedn) will assist in the communication
and dissemination aspects of a public emergensedimation system. This system is based on
an architecture that clearly separates differemsph of the warning communication, from the
creation of the notification to its public dissemtiion. Each component has a clear input and
output that enables the definition of an open &echire on the top of which complex systems
can be created by the interconnection of multipldsgstems, developed by third-party
companies. Communication between components isipedsy the use of standard protocols,
like the Common Alerting Protocol (CAP).
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Targeted notifications are needed to improve theing response. A warning system should be
able to send information suited for each particslarset of population. Performing this process
manually is a big burden for the emergency perdoniie overcome this problem, this process
can be partially automated by leveraging the respdmowledge of emergency organizations. A
part of the emergency management is the defindfaiesponse plans to use in case of a disaster:
in the early warning system literature this phaseailled risk knowledge [1], in other response
management models it is called preparedness [l lcases, the hazards and the vulnerabilities




of a community are identified to guide preparationresponse and disaster prevention. Part of
this knowledge can be formalized into a set oful€risis Policies, created by the emergency
personnel according to the procedures that theg bawently in place for each type of disaster.
These rules specify which message template shauldséd for each specific event, how it has to
be adapted to the current situation and what kihdnfmrmation should be provided to the
recipients of the warning. Through the applicatairnthese rules, a set of message template is
automatically selected and filled with informati@bout the current disaster, enabling the
emergency personnel to easily create customizedages for different subsets of the population.

Our research team has addressed several reseanoigtees for supporting high-speed, reliable,
scalable and efficient dissemination given the eamj events and diversity of recipient
populations. At the content level, our focus wasusing a distributed publish/subscribe based
architecture for personalized content disseminatidhe framework enables users to subscribe
for notifications of interest — the subscriptionahanism allowed end users to not only state what
information they wished to receive, but also how,,iin which format and over what kind of
channel (Internet, telephony, wireless messages) dteey wished to receive notifications in.
Enabling such customized notifications efficiendynd reliably over large populations (i.e.,
scalably) was the main goal of our research[3,4b,&t the delivery layer, we have developed
fast and reliable protocols for delivery of hetespgous warning content (short messages,
images/maps and short video clips) over heterogenewired[8,9,10,11] and wireless
networks[12,13,14]. Our current efforts revolveward incorporating these research results into a
policy-driven warning system.

References

[1] UN, “Global survey of early warning system,” Ited Nation, Tech. Rep., March 2005.

[2] D. McLoughlin, “A framework for integrated enggncy management,” Public
Administration Review, vol. 45, no. 1-3, pp. 16521Jan 1985.

[3]CCD: Efficient Customized Content Dissemination Distributed Publish/Subscribe. Hojjat
Jafarpour, Bijit Hore, Sharad Mehrotra and Nalirenkatasubramanian., ACM/IFIP/USENIX
Middleware 2009, Urbana-Champaign, IL,USA, Novenm@09.

[4IMICS: An Efficient Content Space Representatidiodel for Publish/Subscribe Systems.
Hojjat Jafarpour, Sharad Mehrotra, Nalini Venkabaamanian and Mirko Montanari, ACM
International Conference on Distributed Event-BaSgstems (DEBS) 2009,July 2009.
[5]Dynamic Load Balancing for Cluster-based Pubislbscribe System. Hojjat Jafarpour,
Sharad Mehrotra and Nalini Venkatasubramanian, |EEEernational Symposium on
Applications and the Internet (SAINT) 2009, Seatl&A, USA, July 2009.

[6]Subscription Subsumption Evaluation for Contbated Publish/Subscribe Systems
Hojjat Jafarpour, Bijit Hore, Sharad Mehrotra andalihi Venkatasubramanian
ACM/IFIP/USENIX Middleware 2008, Leuven, BelgiumgBPember 2008.

[7]A Fast and Robust Content-based Publish/Subeschitchitecture Hojjat Jafarpour, Sharad
Mehrotra and Nalini Venkatasubramanian, IEEE NCA&®oston, MA, July 2008.
[B]Flashback: A Peer-to-Peer Webserver for HandlFigsh Crowds. Mayur Deshpande,
Abhishek Amit, Mason Chang, Nalini Venkatasubraraanand Sharad Mehrotra, IEEE Intl.
Conf. on Distributed Computing Systems (ICDCS),2007

[9] Heuristics for Flash-Dissemination in Heteroges Networks. Mayur Deshpande; Nalini
Venkatasubramanian; Sharad Mehrotra. InternatioGainference on High Performance
Computing (HiPC). 2006.

[L0]CREW: A Gossip-based Flash-Dissemination Syskéayur Deshpande ; Bo Xing ; losif
Lazaridis ; Bijit Hore ; Nalini VenkatasubramaniarSharad Mehrotra ICDCS (International
Conference on Distributed Computing Systems), 2006.



[11]Towards Reliable Application Data Broadcast Mireless Ad Hoc Networks
Bo Xing, Mayur Deshpande, Nalini Venkatasubramaniaand Sharad Mehrotra
IEEE Wireless Communications and Networking Confeee2007 (WCNC 2007).

[12]RADcast: Enabling Reliability Guarantees fornfent Dissemination in Ad Hoc Networks
Bo Xing, Sharad Mehrotra and Nalini Venkatasubraaramhe 28th Conference on Computer
Communications (IEEE INFOCOM 2009). April 19 - Z809.

[13]JAn Experimental Study on Wi-Fi Ad-Hoc Mode fdvlobile Device-to-Device Video
Delivery Bo Xing; Karim Seada; Nalini Venkatasubramanian BEEIRFOCOM 2009 Workshop
on Mobile Video Delivery (MoViD 2009). April 24, 2®. Rio de Janeiro, Brazil.

[14)Proximiter: Enabling Mobile Proximity-Based Conte3haring on Portable DevicéBemo
Paper). Bo Xing, Karim Seada and Nalini Venkataaotzmian The 7th IEEE International
Conference on Pervasive Computing and Communica{idarCom 2009).



